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1. OBIIME ITOJIOXKEHUA

1.1. Hacrosuuit perylaMeHT 10 aHaJINU3Y 51 YCTaHOBKE 0OHOBIIECHHIA
0€30MaCHOCTHIIPOrPAMMHBIX, MPOTPAaMMHO-AIMAPATHBIX CPEJICTB 3allUThl HWH(OpMAIMH U
MHOTOIporpaMMHOro obecrneueHust (nainee — PernmameHnt) pa3paOoTaH B COOTBETCTBHHU
cMeroaukoil TecTMpoBaHMS OOHOBJIEHMH 0€30IIaCHOCTH MPOTrPaMMHBIX, I[POTrPaMMHO-
anmnapaTHbIX cpeacTB yrBepxkaeHHo @CTOK Poccum ot 28 oxTs6ps 2022 1.

1.2. PernameHT olpesenseT MOPSAJIOK u coJiepyKaHue pabot o
TECTUPOBAHUIONIPOTPAMMHOIO  00€CIEYeHMsl, B TOM YHUCIE C OTKPBITHIM HCXOJHBIM
KOJIOM,IIPEIHa3HAUEHHOTO Il  yCTpaHEHMsl YySI3BUMOCTEM MpOrpaMMHBIX, HpOTrpaMMHO-
anmnapaTHbIX CpeAcTB (Aanee — 0OHOBIIEHUS OE30MaCHOCTH), IPUMEHSIEMBIX BUH(POPMAIIMOHHBIX
CUCTeMax, HWH(OPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHBIX CETSAX,aBTOMAaTU3UPOBAHHBIX CHCTEMAax
YIIPaBJICHMUS, B TOM qucie (YHKIIMOHUPYIOLTUX Ha 0a3enHpOpMaIIHOHHO-
TEJIEKOMMYHUKALIMOHHOW  MHQPACTPYKTypbl  LEHTPOB  OOpaOOTKM  JaHHbIX(Jajiee  —
nH(pOpMallMOHHBIE cHCTEMBI).PernmaMeHT MoeT ObITh HCIIOJIB30BAH JUISl TECTHPOBAHUS MHBIX
0OHOBJIEHUUITPOTrPAMMHBIX, IPOrpaMMHO-aMNMNapaTHbIX CPEICTB 1o PEILICHUIO
oneparopanH(OPMAIMIOHHONW CHCTEMBI.

1.3. Hacrosimuii PermamMeHT MOANIEKUT TPUMEHEHHIO OlepaTopaMUHH(DOPMAIHOHHBIX
CUCTEM IMpH MPUHITUM UMHU MEp IO YCTPAHEHHIO YSI3BHUMOCTEHIIPOIPaMMHBIX, MMPOTPAMMHO-
anmnapaTHBIX CpPeACTB MH(POPMAIMOHHBIX CHUCTEMB COOTBETCTBHH C TPEOOBAHMSIMHU O 3alllUTE
nH(pOpMaLIKH, CoAepKAIIEHCAB TOCYJapCTBEHHBIX NHPOPMAIIMOHHBIX CHCTEMaX, TPeOOBaHUSIMU
mo oOecrneyeHn00e30MacCHOCTH  3HAYUMBIX  OOBEKTOB  KPUTHYECKONW HWHGOPMAITMOHHON
uHppactpykrypeiPoccutickoit denepanuu, a TakKe HWHBIMH HOPMATUBHBIMU TPABOBBIMU
aktamMuu Metoandeckumu agokymentamu @CTIK Poccun.

1.4. Ycrpanenue ys3BUMOCTEH B CEpTH(PHUIIMPOBAHHBIX MPOTPAMMHBIX, MPOTPAMMHO-
anmnapaTHBIX CPEACTBax 3alluThl MH(OpManMM OOECIeYynBaETCSAB MPUOPUTETHOM MOPSAKE U
OCYILIECTBIISIETCSI B COOTBETCTBHM C JKCIUIyaTallHOHHOMJIOKYMEHTAIMell Ha HUX, a TaKXKe C
peKOMeHAAUAMHU pa3padoTuuKa.

1.5. Pemerne 00 ycTaHOBKE MPOTECTUPOBAHHBIX  OOHOBJICHUH  0O€30MaCHOCTH
MIPUHUMAETCS ONepaTopoM MHGOPMAIIMOHHON CUCTEMBI C YYETOM PE3YyJIbTaTOB TECTUPOBAHUS U
OIICHKH PHUCKOB HapylleHUs (PYHKIUOHHPOBAHUS HHPOPMAIMOHHON CHUCTEMBI OT YCTaHOBKH
TaKuX OOHOBJICHHIA.

1.6. B PernameHnte UCHONB3YIOTCSI TEPMUHBI M ONPENCICHUS, YCTAaHOBJICHHBIE
HanuoHanbHbIMU cTaHmapTamu ['OCT P 50922-2006 <«3ammura uHbopMammu. OCHOBHBIE
tepmuHbl U onpenenenus», ['OCT P 56545-2015 «3ammuta undopmanuu. Ys3BUMOCTU
unpopmannoHHbIX cucteMm. [IpaBuna omucanus ysssumocteit», [TOCT P 56546-2015«3amura
uHbopManMu. YA3BUMOCTH HWHGPOPMalLMOHHBIX cucteM. Kiaccudukanms —ys3BUMocTel
MH(GOPMAIMOHHBIX CUCTEM» M HMHBIMHU HAI[MOHAJIBHBIMU CTaHJIApTaMH B OOJIACTH 3allUTHI
uHpopMmanuu 1 odbecrnedeHust MHGOpMaIMOHHON 0€30IacHOCTH.
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2. MOPSAJIOK AHAJIN3A OGHOBJIEHUH BE3OITACHOCTH ITPOTPAMMHBIX,
INPOI'PAMMHO-AIIITIAPATHBIX CPEJACTB

2.1. AHanu3 OOHOBIIEHWI 0€30MACHOCTH TIPOBOJUTCS C LEIbI0 CBOEBPEMEHHOTO
BBISBJICHWSI B HHX  TOTEHIMAIBHO  OMACHBIX  (PYHKIIMOHAJIBHBIX  BO3MOXHOCTEH,
HE3aJICKIIApUPOBAHHBIX Pa3pabOTYNKOM NPOTPAMMHBIX, MMPOTPAMMHO-ANNAPATHBIX CPEJICTB, B
TOM 4YHCJIC TOJUTUYSCKUX OaHHEPOB, JIO3YHTOB, IPU3BIBOB M HWHOW IMPOTHUBOIPABHOU
nHpOpMaNnH (J1asiee — HeIeKIIapUPOBaHHBIE BOBMOKHOCTH).

2.2. AHanu3y mojyie)kaT OOHOBIICHUsT OE30TIACHOCTH, HAIIPABJIICHHBIC HAa YCTpaHEHUE
VSI3BUMOCTEH, YPOBEHb KPUTHYHOCTH KOTOPBIX ONPEICICH B COOTBETCTBHHM C METOIUKOU
TECTUPOBAHUS OOHOBJICHWH O€30MaCHOCTH TPOTPAMMHBIX, MPOTPAMMHO-ANIAPaTHBIX CPEJICTB
yrBepxkaeHHor ®CTIK Poccun ot 28 oktsa0pst 2022 r.

2.3. Jlns  memedt HAcTOSMIETO0 perjaMeHTa K MpHU3HAKaM  HeACKJIapHPOBAHHBIX
BO3MOXHOCTEH 0OHOBIIEHUH 0€3011aCHOCTH OTHOCSTCS:

a) MONBITKM OOpamieHui K (aiaoBoi cucteme, 0a3aM JTaHHBIX, JIEKTPOHHOW MOYTE U
Opyroi HHAGOpMAIHH, HEe UMEIONTUE OTHOMICHHUS K (DYHKITHOHATY OOHOBIISIEMBIX IIPOTPAMMHBIX,
MIPOrPaMMHO-AMIAPATHBIX CPEJICTB;

0) HeIOKYMEHTHpOBaHHbIE OOpalleHuss K CTOPOHHUM (HEU3BECTHBIM OIEpaToOpy)
CETeBBIM aJpecaM M JOMEHHBIM WMEHaM, He OTHOCSIIUMCS K OINepaTropy HH(POPMAIHOHHOM
CUCTEMBI;

B) CHUCTEMHbIE BBI3OBbBI, XapaKTEpHBIE ISl BPEJOHOCHOIO MPOrPAMMHOTO OOecreueHus
(HampuMmep, MOMBITKY 3arpy3ku u3 cetu «lHTepHeT» OMOIMOTEK U MPOTrPaMMHBIX MAaKETOB, HE
MMEIOIUX OTHOUIEHUSI K (YHKUHMOHAILY MPOrpaMMHOTO oOOecreyeHus, MONBITKH IepexBara
CeTeBOro Tpaduka APYroro MporpaMMHOrO OOecnedeHHs, MOMBITKM MOHUTOpPUHIA JEHCTBUI
MOJIb30BaTEeNIEH C IPYTUM MPOTPAMMHBIM 00€CTICUCHUEM );

I') MOTEHIMAIBLHO OMAacHbIC M3MEHEHHs B (aillloBoil cucTeMe B pe3yibTaTe YCTaHOBKU
OOHOBJICHHS, B TOM YHCIE 3arpy3ka M YCTaHOBKa HEIOKYMEHTHPOBAHHBIX IPOrPaMMHOTO
obOecrieueHus, JpaiBepoB W OMOIMOTEK, HE MMEIOMUX OTHOIICHUS K (QYyHKIHOHATY
0OHOBJISIEMOT0 IPOrPAMMHOTO, IPOrPAMMHO-ANIAPATHOTO CPEJICTBA;

1) U3MEHEHUsl KOHpUrypanuu cpeisl GyHKIMOHUPOBAHUS, HE UMEIOIINE OTHOIICHUS K
OOHOBJISIEMOMY MPOTPaMMHOMY, HMPOrPaMMHO-AMIapaTHOMY CpPEACTBY (HampuMep, MOsIBICHHE
HOBBIX aBTOMATHYECKH 3arPyKaEMBbIX MPOTPaMM);

€) OTKJIIOYEHHE CPEJICTB 3alUThl HHPOopMaluu U QyHKIMH 6e30IacHOCTH UH(DOPMALIHH.

2.4. Ananu3 oOHOBIEHUI 0€30MaCHOCTH OpPraHU3yeTcs (MPOBOIUTCS) CIIEUATIUCTAMHU 110
3ammuTe wWHpopManuu (MHPOPMAIIMOHHOKW 0E€30MacHOCTH) omeparopa HHGOPMAIIMOHHON
CUCTEMBI (J1ajiee — UCCIISIOBATENb).

2.5. AHanu3 oOHOBJIEHUI OE30MACHOCTH BKIIOYALT:

a) MOATrOTOBKY K MPOBEICHUIO TECTUPOBAHUS OOHOBICHHI 0€30MaCHOCTH;

0) mpoBeJIeHNE TeCTUPOBAaHUS OOHOBJICHUI OE30MMaCHOCTH;

B) oopMIIeHHE PE3YIbTaTOB TECTUPOBAHUS OOHOBIEHHI 0€30MacHOCTH.

2.6. [ToarotoBka Kk mpoBeAeHUIO AHaan3a OOHOBJIEHUN O€30MaCHOCTU

MpeIycMaTpuBaeT NOJydeHHe OOHOBIEHUS 0€30MaCHOCTH U TIOJITOTOBKY CPEJIbI

tectupoBanus. (CrnocoObl TMoJlydeHUsT OOHOBJIEHMI O€30MaCHOCTH  OMPEAETSIOTCS
HCCIIeIoBaTeNIeM, UCXO/I U3 €0 BOBMOYKHOCTEH, U HE pacCMaTpUBAIOTCS B TaHHOM Pernamente.

Ananu3 oOHOBJIEHHH OE€30MaCHOCTH MPOBOIUTCS B CIEAYIOIINX Cpeaax:
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a) UCCIIEI0BATENILCKOM CTEH/IE, CIEIMAIBHO CO3/IaHHOM JIJIsl TECTUPOBAHUSI OOHOBIICHUI
0€30MMaCHOCTH UJIU UHBIX IEJICH;

0) TecToBOM 30HE MHPOPMALIMOHHON CUCTEMBI («IIECOUHHULIE);

B) MH(OPMAITMOHHOU chcTeMe, (PYHKIIMOHHUPYIOUIEH B IITATHOM PEXHME.

Br160p cpenpl TecTupoBaHus 0OHOBIEHUIM 0€30MaCHOCTH OCYILECTBIISIET UCCIIEI0BATEND,
UCXOMs W3 €ro TEXHHYECKHX BO3MOXHOCTEH W yrpo3 HapylmeHus (yHKIHOHHPOBAHUS
MH(GOPMAITMOHHOHN CHCTEMBI.

2.7. Tlpu mpoBeieHNM aHATN3a OOHOBJICHU O€30MMACHOCTH B COOTBETCTBHH C HACTOSIIUM
PermamMeHTOM JOJDKHBI TPUMEHSTHCS HHCTPYMEHTAIBHBIE CpPEACTBAa aHajiW3a W KOHTPOJIA,
(YHKIIMOHAJIBHBIE BO3MOXHOCTH KOTOPBIX 00ECIIEUNBAIOT PEaTU3aI|I0 TOJ0KEHUN HACTOAIIETO
PernamenTa, umMeromuye TEXHUYECKYIO TIOUIEP’KKY U BOZMOXKHOCTH aanTaiuu (JopaboTKH) MO
0COOEHHOCTH TPOBOAMMBIX TECTUPOBAHHM, CBOOOIHO paclpoCTpaHseMble B MCXOJHBIX KOIax
WIA CpelICTBa TECTUPOBAHHMS COOCTBEHHOW pa3paboTKu. PexoMmeHmyeTcss TPHMEHSTh
WHCTPYMEHTAJIbHBIE CPEJICTBA aHAJIM3a U KOHTPOJISI, HE MMEIOIINE KaKuX-TH00 OTpaHWYeHUH 110
UX IPUMEHEHUI0, afanTanuu (1opaboTkn) Ha Tepputopun Poccuiickoit @eneparui.

3. COIEPXKAHME PABOT 110 AHAJIN3Y OBHOBJIEHU BE3OIMACHOCTH
INPOI'PAMMHBIX, IPOI'PAMMHO-AIIITAPATHBIX CPEJICTB

O01mme TpedOBaHMS K MPOBEAEHUIO TECTHPOBAHUSA

3.1.1 B xoxe mpoBeneHUs aHaIM3a OOHOBJICHHH O€30MacCHOCTH JOJIKHBI BBITIOJHSATHCS
CIICAYIOIINE TECTHI:

a) CBEpKa WJICHTUIHOCTH OOHOBIICHUI 0€3011aCHOCTH;

0) mpoBepKa MOJIMHHOCTH OOHOBJIECHUH O€30TIaCHOCTH;

B) aHTUBUPYCHBIM KOHTPOJIb OOHOBJICHUH 0€301TaCHOCTH;

I') IOUCK OIACHBIX KOHCTPYKIIUH B OOHOBJICHUSX OC30MaCHOCTH;

1) MOHUTOPHHT aKTHBHOCTH OOHOBIICHHI O€301aCHOCTH B cpelic QYHKIIMOHUPOBAHHUS,

€) py4HOH aHaJu3 OOHOBJICHHH 0€30MMacCHOCTH.

3.1.2. llpuBenennbie B myHkTe 3.1.1 Hactosimero PermameHTa TECTHI BBITIOJNHSIOTCS IO
PEIICHUIO HCCIIeIOBATENsI, UCXOAS W3 BO3MOXKHOCTH TOJY4eHHUS OOHOBICHHH O€30MacHOCTH
pa3HBIMH CcriocoO0amMu W (WJIM) U3 Pa3HBIX UCTOYHMKOB B PAclakOBaHHOM (paciiudpoBaHHOM)
BUJIC, BO3MOXHOCTH HCCIEIOBATENsl [0 paclakoBKe (pacmuppoBaHHIO) OOHOBJICHUMN
0€30IaCHOCTH, a TAK)KE€ HAJMYUS MHCTPYMEHTAIBHBIX CPEICTB aHaln3a (KOHTPOJS) U HHBIX
TEXHUYECKUX BO3MOXKHOCTEH. [lo pe3ynbTaraMTeCTHPOBAHUS HCCIEAOBATEIb OIMUCHIBACT
Pe3yJbTaThI KAYKIOTO MPOBEICHHOTO TECTA.

3.1.3. B cmydae BBISBIEHHUS HCCIEAOBaTelIeM MPU3HAKOB  HEACKIAPHUPOBAHHBIX
BO3MOXHOCTEH B XO0J€ MPOXOXKJEHUS TECTa, OHU JOJKHBI OBITh MPOAHATU3UPOBAHBI IyTEM
PYYHOTO aHaJM3a OOHOBJIEHUM G€30MaCHOCTH.

CBepka HIeHTHYHOCTH O0OHOBJICHHH 0€30MacHOCTH

3.2.1. CBepka HAEGHTUYHOCTH OOHOBJICHHUN O€30MaCHOCTH TMPOBOJWTCS B CIydae
BO3MOHOCTH TIOJTy4eHHUsT OOHOBJIICHHMU O€30MacHOCTH pa3HBIMH croco0amMu W (WiaH) U3
Pa3IMYHBIX UCTOYHUKOB.

3.2.2. CBepka UACHTUYHOCTH OOHOBJICHUN O€30MMaCHOCTH MPEAyCMaTPUBALT:
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1) nonyueHne OOHOBIICHHs OE30MACHOCTU pa3HbIMU CHOcO0aMU M (WIM) HOJyYeHHE
oOHOBNIEHMH OE€30MAaCHOCTH M3 Pa3lMYHbIX HCTOYHMKOB (Hampumep, ¢ [P-ampecos,
pacroyioKeHHbIX Ha Teppuropuu Poccuiickoit denepaiinu, a TakKe 3a €€ MpeesiaMu);

2) pacyeT KOHTPOJIHBIX CYMM OOHOBICHHH O€30MaCHOCTH, MOJYYCHHBIX pa3HBIMH
crioco0amu U (MJTM) U3 Pa3TUIHBIX HCTOYHHKOB;

3) cpaBHEHUE OOHOBIICHUI 0E30MMACHOCTH, OJTYYCHHBIX Pa3HBIMHU CIIOCOOAMU U (WJIN) W3
Pa3HbIX UCTOYHUKOB, IIyTEM CPaBHEHUS UX KOHTPOJIbHBIX CYMM.

3.2.3.Tlo pe3ynapTaraM BBINOJHEHHS TECTa JOJDKEH OBITh CAETaH BBIBOJ 00
UJIEHTUYHOCTH OOHOBJICHHI O€30MacHOCTH, TOJIyYEHHBIX Ppa3HbIMH CrHocoOamMu U (WiK) u3
pa3HbIX UCTOYHUKOB. B ciyyae cX0kJI€HHS KOHTPOJIbHBIX CyMM OOHOBJIEHHUH TECT CUUTAETCS
YCHEIIHO MPONACHHBIM.

3.2.4. B cmy4ae BBISBICHHS HECOOTBETCTBHII B KOHTPOJBHBIX CyMMaxX OOHOBJICHUH
0€30MMacHOCTH, yKa3aHHbIE 0OHOBJIEHUS 0€30M1aCHOCTHU JAOJKHBI ObITh MPOAHATN3UPOBAHBI ITyTEM
py4yHOTro aHanu3a 0OHOBJIEHUN OE30MaCHOCTH.

IIpoBepka NOJIMHHOCTH OOHOBJICHH 0€30ITACHOCTH

3.3.1. [IpoBepka TOATMHHOCTH OOHOBIICHHI OE30MAaCHOCTH TPOBOAUTCS B Cllydae
HaJIM4YUs Yy HCCIENOBaTeNsl BO3MOKHOCTH MOJMY4YUTh (haiia(bl) oOHOBiIEHHS O€30MacHOCTU B
pacrakoBaHHOM (pacimu@poBaHHOM) BHUJE JI0 €r0 YCTAaHOBKU B cpefie (DYHKIIMOHUPOBAHUS, a
TaKKe TpPH HATMYUU TPEIOCTABISIEMBIX DPa3pa0OTYMKOM OOHOBJICHHSI INTATHBIX CPEICTB
MMPOBEPKH MOJTMHHOCTH (haiina(oB) 0OHOBJICHHS O€30MMaCHOCTH.

3.3.2. TIpoBepka MoUIMHHOCTH OOHOBJICHUH TTPETYCMaTPUBACT:

1) pacmakoBky (pacmmudpoBanue) (aiina(oB) 0OHOBICHHS OE30MACHOCTH;

2) ompelelieHue  KPUTEPHEB  MPOBEPKH  MOIMHHOCTH  (aitna(oB) OOHOBJIECHHUS
0e3omacHOCTH. B kadecTBe KpUTEpPHEB MPOBEPKHU TOJJIMHHOCTH (aiiiaa(oB) 0OHOBICHHUSIMOTYT
BBICTYIIaTh KOHTPOJIbHBIC CYMMBI (aiijIOB, JIEKTPOHHAS IU(PPOBasi MOAMKUCH (PaHIOBUIM HHBIC
KPUTEPHUH MTPOBEPKH MOTUHHOCTH (aiiina(oB) 0OHOBIIEHUS 0€3011aCHOCTH,

MIPEIOCTABIISIEMBIC €r0 pa3pabOTIYUKOM.

3.3.3. ®aiin cuyMTaeTcs MOIMHHBIM, €CJIM KPUTEPUH MPOBEPKH MOUTMHHOCTU (haiia(oB)
OoOHOBIIeHHST ~ O€30MAaCHOCTH, ONPEICICHHBIN  HCCIeIOBAaTElIeM, WJIACHTHYEH KPUTEPHIO,
MPEOCTaBICHHOMY pa3pabOTYMKOM OOHOBJICHHsS Oe30macHOCTH. B cilyyae ycTaHOBICHHSI
MOJUTMHHOCTH (aiiyia(0B) 0OHOBIICHHS O€30MTaCHOCTH TECT CYMTACTCSI YCIICIITHO MPOUICHHBIM.

3.3.4.B cmyyae HEyCNEUIHOTO TMpPOXOXkJAeHus Tecra, (aiia(pl) OOHOBIEHUH
0€30IaCHOCTH, B KOTOPBIX BBISBICHBI HAPYNICHUS TOTUHHOCTH HIIHM TOJIUHHOCTh KOTOPBIX
HEBO3MOXXHO TMPOBEPUTH, JODKHBI OBITH MPOBEPEHBI MYTEM PYYHOTO aHamu3a OOHOBIEHUS
0€30IaCHOCTH.

AHTHBHPYCHBI! KOHTPOJIb 00OHOBJICHUI 0€30MaCHOCTH

3.4.1. AHTHBUPYCHBIH KOHTPOJb OOHOBIIEHHH 0E€30MAaCHOCTH 3aKJII0YACTCS B BBISBICHUH
BPEIOHOCHBIX KOMIBIOTEPHBIX NMPOrpamMM (BUPYCOB) B UCCIIEyeMOM OOHOBICHUH O€3011aCHOCTH
C HUCHOJb30BAHUEM CPEICTB AHTUBUPYCHOM 3amuThl. [l mpoBeneHus aHanu3a HEOOXOIMMO
UCIOJb30BaTh HE MEHEE JIBYX CPEJCTB AHTUBUPYCHOM 3alIUTHI PAa3HBIX Pa3padOTUHKOB.

3.4.2. AHTUBUPYCHBIA KOHTPOJIb OOHOBJIEHUI 0€30MMaCHOCTH MpeyCMaTPUBAET:
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1) mpoBepKy OOHOBIICHHH OC30MACHOCTH CPEICTBAMHU AHTUBUPYCHOM 3allUTBI JI0 HX
YCTaHOBKH;

2) MpOBE/ICHHE CUTHATYPHOTO M IBPUCTUYECKOTO aHAIM3a COICPKUMOTO OIEepPaTUBHOM
namsaTH, (pailloBOM CHUCTEMBl M 3arpy30YHBIX CEKTOPOB BCEX HCIIOJIB3YEMbIX HOCUTENIEH
nHGOpPMAIINH TI0 3aBEPIICHUIO YCTAHOBKU OOHOBIICHUS 0€301TaCHOCTH.

3.4.3. Tect cuuTaercss YCHEIIHO MPOWICHHBIM B CIy4ae OTCYTCTBHS IPU3HAKOB
BPEOHOCHON aKTUBHOCTH B (hailnax OOHOBJIEHHMH O€30IIaCHOCTM M B CaMOM INPOrpaMMHOM
00ecrnevYeHNnH MoCIIe YCTAaHOBKH OOHOBIICHUH 0€30TaCHOCTH.

3.4.4.B cmydae HEYCHENIHOTO TIPOXOXKICHUS  Tecta, (Gaitn(pl) OOHOBICHUI
0€301MaCHOCTH, B KOTOPBIX BBISABICHBI TMPH3HAKH BPEIOHOCHOW aKTHBHOCTH, JOJDKHBI OBITh
MpOaHAIM3UPOBAHBI ITyTEM PYYHOTO aHalIn3a OOHOBJICHUN 0€30TTaCHOCTH.

ITouck onacHbIX KOHCTPYKIUI B 00HOBJIEHUSIX 0€3011ACHOCTH

3.5.1. Tlonck oOMACHBIX KOHCTPYKIMA B OOHOBJICHUSX O€30MMACHOCTH MPOBOJMUTCS B
cllydae HaJW4Msl y UCCIEJOoBaTeNss BO3MOXHOCTH TMOJY4UTh (ailii(bl) OOHOBIIEHUS B
pacnakoBaHHOM (pacmIM(@pOBaHHOM) BHUAE A0 WM IOCJIE€ YCTAaHOBKM OOHOBIIEHUSI B cCpeje
(GYHKIIMOHUPOBAHMUSL.

3.5.2. TTouck omacHBIX KOHCTPYKIIMA B OOHOBJICHHUSIX O€30ITACHOCTH MPEeayCMaTpUBACT:

a) TIONCK OIACHBIX KOHCTPYKIIMA B OOHOBIEHUSX O€30MaCHOCTH C MPUMEHEHUEM
WHJIMKATOpOB KoMIipoMmeTaruu, Y ARA-npaBuil U Apyrux crnocoOos;

0) KOHTEKCTHBIN TOWCK MOJMTHYECKUX OaHHEPOB, JIO3YHTOB M JAPYTrOW MPOTHBOTIPABHOM
nH(pOpMauu B 0OHOBJICHHSIX O€301TaCHOCTH.

3.5.3. Tect cunTaeTcsi yCIeNmHO MPOUICHHBIM B CIy4ae, €CJIM OMacHbIe KOHCTPYKITUUHE
BBISIBJICHBI.

3.54.B ciyduae HEyCHemIHOTO TMPOXOXKACHUS  Tecra, Gaiin(pl) OOHOBJICHHI
0€30MacHOCTH, B  KOTOPBIX  BBISIBJIGHBI  OMAacHbIE  KOHCTPYKIMH, JOJDKHBI  OBITh
MIPOAHAJIM3UPOBAHBI ITyTEM PYYHOTO aHaIK3a OOHOBIIEHUH 0€30MaCHOCTH.

3.5.5. [Ipu npoBeseHHH PYYHOTO aHalIM3a HCCIEA0BATENIEeM JIOJDKHO OBITh MCCIIEOBAHO
Ha3HAYCHUE BBISIBJICHHBIX OMNACHBIX KOHCTPYKIIMM, MOATBEPXKIACHA WM OMNPOBEPrHyTa HUX
OTACHOCTb.

MOHUTOPHUHI AKTUBHOCTH O0OHOBJICEHUI 0€30MIACHOCTH B Cpe/le TeCTUPOBAHUS

3.6.1. MOHUTOPHHT aKTUBHOCTH OOHOBJICHWI O€30MacHOCTH B Cpele TECTUPOBAHHS
3aKIII0YAETCs B MOJYYCHUHM W aHAJIM3€ CBEJICHHUU O MOBEICHUH OOHOBJISIEMOTO IPOTPAMMHOTO,
MPOrpaMMHO-AMMapaTHOTO CPEJICTBA B pe3yjibTare €ro B3aWMOJACHCTBUS CO  Cpenoi
(GYHKIIMOHUPOBAHUS WM JAPYTUMH TpOorpaMMaMiu, a TakKe aHalu3e CBEIeHUH o
B3aUMO/JICHCTBUM KOMIIOHEHTOB OOHOBIEHHOTO MPOTPaMMHOTO, MPOrpPaMMHO-aNNapaTHOTO

CpEICTBa.
3.6.2. MoHUTOpHUHT aKTUBHOCTHU 0OHOBIIEHUH 6e30macHOCTH B cpene
(GyHKIMOHUPOBAHUS IPOBOIUTCS npu HaJIUYUH BO3MOKHOCTH YCTaHOBKH

HEOOXOJMMBIXMHCTPYMEHTOB B cpelleé  TECTUpOBaHMS  OOHOBISEMOrO  MPOTrPAMMHOIO,
IPOrpaMMHO-AIIAPaTHOTO CPEJCTBA.

3.6.3. MOHUTOPUHI AaKTUBHOCTH OOHOBJICHHMH O€30MaCHOCTH B cpelle TECTUPOBAHUS
peaycMaTpuBaeT He0OX0AUMOCTh MTPOBEICHUS:
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a) aHaiM3a  pe3yNbTaTOB  BBHINOJIHEHUS CHCTEMHBIX  BBI30BOB  OOHOBJICHHOTO
MIPOrPAMMHOTO OOECIICUCHUS;

0) aHanmM3a TMOJIYy4aeMbIX M OTHPABISIEMbIX OOHOBJICHHBIM MPOTPAMMHBIM, IPOTPAMMHO-
anmapaTHbIM CPEJCTBOM CETEBbIX MAKETOB;

B) aHAM3a cocraBa (haillIOBOM CHUCTEMBI JO H TIOCIIE YCTAHOBKH OOHOBJICHHUS
IPOrPaMMHOTO, ITPOTPAMMHO-AIIAPATHOTO CPEICTBA;

') CHTHATYpHOTO ITOMCKA U3BECTHBIX YSI3BUMOCTEH.

3.6.4. Tect cumTaercs YCIEUIHO NMPOWICHHBIM, €CIH B X0J€ MOHUTOPHUHTA aKTHBHOCTH
oOHOBNIEHMI  0E30MacHOCTH B Cpele  TECTHPOBAaHHMS  HE  BBIABICHO  IPU3HAKOB
HEJEKJIAPUPOBAHHBIX BO3MOXKHOCTEM.

3.6.5.B cmydae HeycHmemiHOTO TPOXOXKACHUS  Tecra, (Qaiim(pl) OOHOBICHUI
0€301aCHOCTH, B KOTOPBIX BBISIBIICHBI MPU3HAKN HEJEKIAPUPOBAHHBIX BO3MOKHOCTEH, TOJHKHBI
OBITh IPOAHAIM3UPOBAHBI TyTEM PYUYHOTO aHAIN3a OOHOBJIEHHUH O€30MaCHOCTH.

Py4Hoii ananu3 o6HoBJIeHHIT 0e30MaCHOCTH

3.7.1. PyyHo#t aHanmm3 OOHOBJICHHI O€30MMACHOCTH TIPOBOJUTCS B CiIydae, €CIU II0
pe3ybTaTaM BBIITOJHEHHS TECTOB!

a) BRISIBJIGHBI  pa3iMudsi B OOHOBJICHUSIX O€30MACHOCTH, IIOJydCHHBIX Pa3HBIMHU
criocob6amu U (MJIK) U3 pa3HbIX HCTOUYHUKOB;

0) HEYCIEITHO MPOMICH TECT MOTMHHOCTHU (haiiyia(oB) 0OHOBIICHHS 0€30MMaCHOCTH;

B) BBISIBJICHBI TIPU3HAKH BPEJOHOCHOW aKTUBHOCTHU B aiiinax oOHOBIIEHUS 0€30MaCHOCTH
B pe3yiabTaTe aHTUBHPYCHOTO KOHTPOJII WJIA MOHMTOPHHIAa AaKTHUBHOCTH OOHOBIICHUS
0e301acHOCTH B cpene (QyHKIIMOHUPOBAHUS;

') OOHapyXEHBI OMMACHBIC KOHCTPYKITHH.

3.7.2. Pyynoit aHanu3 OOHOBIEeHHUH O€30MACHOCTH TIPOBOJIUTCS B  OTHOIICHHUH
KOMIIOHEHTOB OOHOBJICHMI 0€30MacHOCTH, B KOTOPBIX 10 pe3yjibTaTaM MPOXOKICHUS
MIEPEYUCIICHHBIX BBILIE TECTOB BBIABJICHBI YKa3aHHbIe B MyHKTEe 3.7.1 Hacrosmero Periamenra
YCIIOBUSL.

B cnyyae ecnu py4HO# aHaINU3 MPOBECTH HEBO3MOKHO, UCCIIEI0OBATENIEM JIEIAETCSl BBIBO
0 HaJM4UU B OOHOBJICHUU OE30MaCHOCTH MPU3HAKOB HEAECKIAPUPOBAHHBIX BO3MOKHOCTEH.

3.7.3. PyuHoii aHann3 0OHOBJIEHUSI O€30MIaCHOCTH IIPEyCMaTPUBAET:

a) aHaJIu3 JIOTMKU paboThl (B TOM YHCIE IU3aCCEMOTUPOBAHME WM ACKOMITUIISIUS
OMHAPHOTO KOJIa PU HAIMYUU COOTBETCTBYIOIINX BO3MOYKHOCTEH );

0) uccienoBaHUE KOMIIOHEHTOB OOHOBIIEHUSI 0€30MaCHOCTH C TMOMOIIBIO OTJIAJYUKOB U
TPaCCUPOBIIHUKOB;

B) IPOBEPKU HAIW4Ms B OOHOBJIECHHH 0€30MaCHOCTH KJItoUeBOW MHpopMaimu (mapoei,
CEKPEeTHBIX KIII0Uel U Ipyroi 4yBCTBUTENIbHOM HH(pOpMALINN);

I') CTAaTUYECKOT0 M JUHAMMYECKOrO aHanu3a (MpH HaJIMYUM MCXOAHBIX KOJOB
O0OHOBJIEHUI OE30MTaCHOCTH).

3.7.4.Tlo pe3ynbTaTaM MPOXOXKAEHUS TeCTa MCCIENOBATENEM JIeJaeTcs BBIBOJ O
MOJITBEPKACHUH HAJTMYUS WIM OTCYTCTBUS BBISIBJIEHHBIX paHee MPU3HAKOB HEJICKIapUPOBAHHBIX
BO3MOJKHOCTEl B KOMIOHEHTe(aX) OOHOBJISIEMOro MPOrPAaMMHOIO, MPOrPaMMHO-ANIapaTHOTO
CpeAacTBa.

3.75.B cmysae ecnm 1o  pe3yapTaraM =~ pPY4YHOTO  TECTUPOBaHHS B
0OHOBIIEHMHOE30MaCHOCTH BBISBJICHBI BPEJIOHOCHOE NpoTrpaMMHOe oOecreueHne u  (WJiIH)
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He/IeKJIapUpOBaHHbIE BO3MOYKHOCTH, yKazaHHas uHpopmanus Hanpasisiercss B PCTIK Poccun
n HanunoHanpHbli KOOPAMHALMOHHBIM LEHTp no KommbioTepHbM uHUuAeHTaMm (HKLIKHW) B
COOTBETCTBUU C YCTAHOBJIICHHBIM PETJIaMEHTOM.

4. OOOPMJIEHME PE3YJBTATOB TECTUPOBAHUA

4.1. Pe3ynpTaThl aHaJ3a OOHOBJICHHWN O€30MacHOCTH O(GOPMIIAIOTCS B BHUJE OTYETA.
B otuete JOJIZKHBI OBITh OTPAXCHBI OITMCAHKNC TECTOBOM CpC€abl, CBCACHUA 00 YA3BUMOCTAX, Ha
yCTpaHEHUE KOTOPBIX HAaNpaBJIeHO OOHOBIIEHHE OE€30MAaCHOCTH, PE3yAbTaThl KaKIOTO TECTa,
MIPOBEACHHOTO B COOTBETCTBUU C Pa3ziesioM 3 HacTosmiero Permamenra.

4.2. Otuet aHaM3a OOHOBJICHHSI 0€30TIACHOCTH BKJIFOYACT CIICTYIOIINE CBEICHMS:

a) HauMEHOBaHHE OOHOBJIEHUS 0€30TMTaCHOCTH;

0) cBEICHUsI O MECTE pa3MeIlleHus: OOHOBJIEHHSI O€30MAaCHOCTH, KOHTPOJIBHBIX CyMMax
oOHOBJeHHs O€30IacHOCTH, JaTe BbIIYCKa OOHOBIIEHUS 0O€30MaCHOCTH, pa3paboTUHKe
00HOBJIEHHS 0€30TIaCHOCTH, BEPCUU IPOrPaMMHOI0 00eCIIeUeHNUS;

B) CBeIEHUSI 00 YSA3BHMOCTSX, HAa YCTpPAaHEHHE KOTOPBIX HAMpaBICHO OOHOBJIICHHE
0e30I1aCHOCTH;

F) HAanMMCHOBAHUC ITPOBCACHHBIX TCCTOB,

1) pe3yAbTaThl aHAIM3a (YCIIEITHO/HE YCIIEITHO);

€) OTIMCaHue pe3yJIbTaTOB aHalM3a, BKIOYAs CPEICTBa MPOBEACHUS aHAIN3a, CPEeIy
TECTUPOBAHUA, BBIABICHHBIC IIPHU3HAKU HCIACKIAPHUPOBAHHBIX BOSMO)KHOCTG?I, OIIMCaHUEC
MIPOBEJIEHHBIX TECTOB.

4.3. JIns TecTtoB, MO pe3yibTaTaM KOTOPBIX BBISIBICHBI MPU3HAKH HEICKIApUPOBAHHBIX
BO3MOXHOCTEH, B OTUET TECTUPOBAHUS OOHOBJICHNN 0€30MaCHOCTH J0JKHA OBITh BKIIIOYEHA BCS
TeXHU4YecKas uHpopMalys, HeoOXoauMas JJIsl TIOSICHEHUS BBIIIOJIHEHHBIX B XOJI€ UCCIIEeIOBaHUS
omepanuil U pe3ylbTaToOB, IMOJYYEHHBIX B XOJ€ HCCIEAOBaHHUU (B TOM YHCJIE BCE OTYETHI
MHCTPYMEHTAJILHBIX CPEJICTB aHAIM3a U KOHTPOJIA).

B oTHomieHMM  BBISIBICHHBIX MNPHU3HAKOB  HEAEKIAPUPOBAHHBIX  BO3MOKHOCTEH
HCCIIeIOBATeNIEM ONPEIENISAIOTCS OTPAaHUYEHHS U YCIIOBHS, IIPU KOTOPHIX YCTaHOBKA OOHOBIICHUS
0€30MacHOCTH BO3MOKHA. YKa3aHHbIE CBEJCHHS BKJIIOYAIOTCA B OTUETaHANIM3a OOHOBJICHUMN
0€30MacHOCTH.

5. YCTAHOBKA OBHOBJIEHU BE3OIIACHOCTH ITIPOTPAMMHBIX,
INPOI'PAMMHO-AIIITIAPATHBIX CPEACTB

[Ipy mpUHATUM pelIeHus O pe3yJbTaTax TECTUPOBAHHUS OOHOBJICHWH O€30TaCHOCTH
MPOrPaMMHBIX, TPOTPaAMMHO-ANMapaTHBIX CPEICTB  PeallM3yeTcsl CICAYIOIIUNA  HOPSAI0K
OTIpE/ICIICHUs] BO3MOXHOCTH YCTAHOBKH OOHOBJICHHUH MPOTPAMMHBIX, MPOTPAMMHO-aIapaTHBIX
CPEICTB.

BpIBOJ 0 BO3MOKHOCTH YCTAHOBKH OOHOBJICHHI 0€30IIACHOCTH.

5.1. B OTHOIIIEHNHU TPONPUETAPHBIX MMPOTPAMMHBIX, TPOrPAMMHO-AIIAPATHBIX CPEJICTB U
CBOOOJTHO pacHpOCTPAHIEMOT0 MPOTPAMMHOI0 00ECIICUCHHUS BHIBOJI O BOBMOXKHOCTH YCTaHOBKH
0OHOBIIEHHS 0€30MaCHOCTH (POPMUPYETCS HA OCHOBE BBITIOJHEHHUS CIICAYIOIIUX TECTOB:

— CBepKa MJICHTHYHOCTH OOHOBJICHHN O€30MacHOCTH M (MJIM) TPOBEpPKa TMOJIUHHOCTH
0OHOBJICHUI 0€30IaCHOCTH;
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— QHTHBHUPYCHBIA KOHTPOJIb OOHOBJIICHHMI 0€30MacHOCTH W (WJIM) TOUCK OITACHBIX
KOHCTPYKIIUH 0€30MMacHOCTH;

— MOHUTOPUHT aKTUBHOCTH OOHOBJIEHUI 0€301acCHOCTH B cpelie PYHKIIMOHUPOBAHUSL.

5.2. B oTHOIIEHNH OOHOBIIEHUI 0€30MaCHOCTH MPOrPAMMHOT0 00ECTIEYeHHS ¢ OTKPBITHIM
KOJIOM BBIBOJI O BO3MOXHOCTH YCTAaHOBKM OOHOBJICHHUSI O€30TIACHOCTH (POPMHUPYETCS HA OCHOBE
BBINIOJIHEHUS CJIEYIOLIUX TECTOB!

— MIPOBEPKA MOATUHHOCTH OOHOBJICHUH 0€30MacCHOCTH;

— aHTUBHUPYCHBIN KOHTPOJIb OOHOBJIEHUI OE3011aCHOCTH;

— MOHUTOPUHI aKTUBHOCTU OOHOBIJIEHU O€30MaCHOCTH B cpesie (PYHKIIMOHUPOBAHMUS;

— py4HOM aHaJIM3 OOHOBJIEHUI OE30TIaCHOCTH.

Onenka Pe€3yJbTaTOB BBINNOJIHCHHBIX TECTOB

5.3. Ecin mo pe3ynbpTataM BBITIOHEHHUS! TECTOB PE3YNIbTAThl peajl3allid BCEX TECTOB
SIBJITFOTCSI  TIOJIO)KUTEIHHBIMU, OOHOBJICHHE O€301aCHOCTH SIBISICTCS O€30TacHBIM W €Tro
YCTaHOBKA BO3MOJXKHA.

5.4. Eciin o pe3yabTaTaM BBINIOJTHCHUA TECTOB PE3YJIbTAThl pCaiv3alliid OAHOI'0 WU
0oJiee TECTOB SBIISTFOTCS IIOTCHIIUAJIBHO OIIACHBIMHKM MW HU OJHWUH U3 TECTOB HE SABJISIOTCSA
OTIACHBIMH, OOHOBJICHWE O€30MaCHOCTH MOXET OBITh YCTAHOBJICHO TIPH OMPEICIICHHBIX
OTpaHUYCHHAX.

OrpaHnyeHHs ONPEACTSIOTCS MCCIeIoBaTeIeM 10 Pe3yJibTaTaM TECTUPOBAHHS M MOTYT
OBITh YTOYHEHBI OIEpPaTOpPOM HMH(POPMAIMOHHONW CHCTEMBI C YY€TOM OCOOEHHOCTEH ee
APXUTEKTYPHI U PYHKITMOHUPOBAHHUSI.
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